
REQUEST FOR QUOTATION This RFQ  is   is not a small business set-aside Page          Of

(This is NOT an Order)
1. Request No. 2. Date Issued 3. Requisition/Purchase Request No. 4. Cert For Nat Def. Under BDSA Rating

See Schedule     Reg. 2 and/or DMS Reg. 1
5A. Issued By 6. Deliver by (Date)

See Schedule

7. Delivery

 FOB  Other
Destination

5B. For Information Call: (Name and telephone no.) (No collect calls)

8. To: Name and Address, Including Zip Code 9. Destination (Consignee and address, including
    Zip Code)

See Schedule

10.  Please Furnish Quotations to
the Issuing Office in Block 5A On
or Before Close of Business
(Date)

IMPORTANT: This is a request for information, and quotations furnished are not offers.  If you are unable to quote,
please indicate on this form and return it to the address in Block 5B.  This request does not commit the Government to
pay any costs incurred in the preparation of the submission of this quotation or to contract for supplies or services.
Supplies are of domestic origin unless otherwise indicated by quoter.  Any interpretations and/or certifications attached
to this Request for Quotation must be completed by the quoter.

11. Schedule (Include applicable Federal, State, and local taxes)

Item Number
(a)

Supplies/Services
(b)

Quantity
(c)

Unit
(d)

Unit Price
(e)

Amount
(f)

(See Schedule)

12. Discount For Prompt Payment a. 10 Calendar Days b.  20 Calendar Days c.  30 Calendar Days d.  Calendar Days
% % % Number Percentage

NOTE:  Additional provisions and representations   are     are not attached.
13. Name and Address of Quoter (Street, City, County, State and 14. Signature of Person Authorized to Sign 15. Date of Quotation
      Zip Code)       Quotation

16. Signer
a. Name (Type or Print) b. Telephone

Area Code

c. Title (Type or Print) Number
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SUPPLEMENTAL INFORMATION

                Regulatory Cite                                  Title                                       Date                Regulatory Cite                                  Title                                       Date                _______________  ______________________________________________________________________  ____________                _______________  ______________________________________________________________________  ____________

      1         52.204-4016      TACOM-WARREN ELECTRONIC CONTRACTING                                       MAR/2001

                (TACOM)

     (a)  TACOM is now operating in an electronic contracting environment.  All TACOM solicitations and awards are now distributed on

the TACOM Warren Business Opportunities web page (http://contracting.tacom.army.mil/opportunity.htm) and are no longer available in hard                                                  _________________________________________________

copy.  The TDPs and other documents, when available electronically, will be an attachment or linked to the solicitation package on the

web.  Please see submission guidelines at http://contracting.tacom.army.mil/userguide.htm and                                          _______________________________________________

http://contracting.tacom.army.mil/ebidnotice.htm for more information.  Any requirements included in the solicitation take precedence________________________________________________

over guidance found on the TACOM contracting web page.

     (b)  You may need to use special software to view documents that we post on the home page.  This viewing software is freeware,

available for download at no cost from commercial web sites like Microsoft and Adobe.  In cases where such software is required, we

provide a link from our page to the commercial site where the software is available.  Once you arrive at the software developer's site,

follow their instructions to download the free viewer.  You then can return to the TACOM home page.

     (c)  You are required to submit your offer, bid, or quote electronically.  See the provision entitled "Electronic Offers (or

'Quotes' or 'Bids') Required in Response to This Solicitation (or 'Request for Quotations')" for more specific information.

     (d)  Any award issued as a result of this solicitation will be distributed electronically. Awards posted on the TACOM Warren

Business Opportunities web page represent complete OFFICIAL copies of contract awards.

     (e)  If you have questions or need help in using the Acquisition Center Home Page, call our Electronic Contracting Help Desk at

(586) 574-7059, or send an email message to: acqcenweb@tacom.army.mil                                             ________________________

     (f)  If you have questions about the content of any specific item posted on our home page, please call the buyer or point of

contact listed for the item.  Additional help is available to small businesses from Government-funded Electronic Commerce Regional

Centers (ECRCs) to implement EDI.  Information on ECRC is available at http://www.ecrc.ctc.com                                                                       _______________________

                                                          [End of Clause]

      2         52.215-4854      PAPERLESS ELECTRONIC RESPONSES REQUIRED IN RESPONSE TO THIS               JUL/2002

                (TACOM)          SOLICITATION/REQUEST

     TACOM WILL NOT ACCEPT PAPER OFFERS IN RESPONSE TO THIS SOLICITATION/REQUEST. YOU ARE REQUIRED TO SUBMIT YOUR OFFER, BID, OR QUOTE

VIA PAPERLESS ELECTRONIC MEDIA.  SEE THE PROVISION ENTITLED "ELECTRONIC OFFERS (OR 'QUOTES' OR 'BIDS') REQUIRED IN RESPONSE TO THIS

SOLICITATION (OR 'REQUEST FOR QUOTATIONS')" FOR MORE SPECIFIC INFORMATION.

                                                          [End of Clause]

3.DAAE07-01-Q-M015

SCOPE OF WORK FOR BRADLEY FIGHTING VEHICLE (SOW)

PERIOD OF PERFORMANCE JAN 1 2003 THROUGH APRIL 30, 2003

Quick Response Analysis:

Conduct quick response analyses (QRA) to assist PM Bradley respond to queries from DA, TRADOC, TSM Bradley and other agencies.  For each

quick response analysis effort, the contractor shall meet with the Program Office to ensure a consistent understanding of the problem,

determine required data, and evaluate assumptions.  Topic areas for QRA include the following:

a.Evaluate the costs and benefits of alternative modernization strategies and alternative sets of High Payoff Initiatives (HPI) as block

modifications to the BFV.

(1).The analyses will examine and compare the capabilities and warfighting contributions at the system and unit levels of operation

in an Offensive and Defensive Scenario.

(2).The high payoff initiatives to be examined will be identified by the Government.  The identified HPI will be analyzed

independently to determine the significance of each upon the Bradley system and the force.  They will then be analyzed in

combinations to determine additional insights about the impact they have on warfighting capabilities.  Examples of these HPI are:

-Upgunning from 25mm to 35/40mm

-Increase HP to Ton ratio  (e.g. 600 to 800 HP engine)

-Adding LWR, APS and other active protection devices

b.The contractor will also conduct sensitivity analysis on these HPI to determine the knee in the curve.

c.Analyze cost and other impacts of alternative modernization recapitalization decisions over the POM and EPP.

d.Conduct studies that assess impact of alternative fielding strategies (Bradley Recapitalization Requirements) using modernization

models developed to facilitate the analysis of these alternatives.
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e.Analyze the current Army plan and its funding levels to determine its impact upon key parameters such as fleet age and overall

capability over the POM and EPP.

f.Develop alternative modernization plans.  Based upon the analysis above, develop and evaluate several alternative strategies and

funding levels for comparison to the current program.

NOTE: 22

The proposed contract action is for supplies or services for which the Government intends to solicit and negotiate with only one source

under the authority of FAR 6.302.  Interested persons may identify their interest and capability to respond to the requirement or submit

proposals.  This notice of intent is not a request for competitive proposals.  However, all proposals received by Dec 26, 2002 after

date of publication of this synopsis will be considered by the Government. A determination by the Government not to compete with this

proposed contract based upon responses to this notice is solely within the discretion of the Government.  Information received will

normally be considered solely for the purpose of determining whether to conduct a competitive procurement.

Response date: Based on Note 22

CONTRACT SPECIALIST: ASHIS PATEL

EMAIL patela@tacom.army.mil

Phone: 586-574-8043

                                               *** END OF NARRATIVE A 001 ***
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             SUPPLIES OR SERVICES AND PRICES/COSTS

0001          Supplies or Services and Prices/Costs              _____________________________________

              NOUN: QUICK RESPONSE ANALYSIS

              SECURITY CLASS: Unclassified

0001AA        ENGINEERING SERVICES                                                                         $              ____________________                                                                          __________________

              PRON: 722095GE72    PRON AMD: 01

              AMS CD: 31102897002

              Inspection and Acceptance              _________________________

              INSPECTION: Destination     ACCEPTANCE: Destination

              Deliveries or Performance              _________________________
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               REL CD           QUANTITY           DATE              ________       ______________     __________

                 001               0            30-APR-2003

                            $
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CONTRACT CLAUSES

      3         52.204-2         SECURITY REQUIREMENTS                                                     AUG/1996

      4         52.211-5         MATERIAL REQUIREMENTS                                                     AUG/2000

      5         52.222-41        SERVICE CONTRACT ACT OF 1965, AS AMENDED                                  MAY/1989

      6         52.223-6         DRUG FREE WORKPLACE                                                       MAY/2001

      7         52.232-33        PAYMENT BY ELECTRONIC FUNDS TRANSFER--CENTRAL CONTRACTOR REGISTRATION     MAY/1999

      8         52.247-29        F.O.B. ORIGIN                                                             JUN/1988

      9         252.204-7005     ORAL ATTESTATION OF SECURITY RESPONSIBILITIES                             NOV/2001

     10         252.223-7004     DRUG-FREE WORK FORCE                                                      SEP/1988

     11         52.204-4006      INCORPORATION OF TACOM MASTER SOLICITATION FOR SIMPLIFIED                 MAY/2000

                (TACOM)          ACQUISITIONS AND DESIGNATION OF F.O.B. POINT

     (a)  This Request for Quotation (RFQ) or Purchase Order (PO) incorporates by reference TACOM-Warren's Master Solicitation for

Simplified Acquisitions with the same force and effect as though the clauses and provisions it contains were physically incorporated

into this document. The version in effect at time of award is the version that applies to your purchase order.

     (b)  The TACOM-Warren Master Solicitation for Simplified Acquisitions is available on our Electronic Contracting web page, which

you can reach using the following URL address:  http://contracting.tacom.army.mil/opportunity.htm

     (c)  The clauses and provisions in Section I of the Master Solicitation apply to all TACOM-Warren RFQs and Purchase Orders that

contain this clause.  The clauses contained in Section II of the Master Solicitation applies in addition to those in Section I when the

RFQ or PO specifies F.O.B. Origin.

     (d)  We hereby specify that the required F.O.B. point for this acquisition is ORIGIN.

     (e)  We will keep the Master Solicitation identified in this clause available on our Electronic Contracting web page during the

entire period of performance of the purchase order.  If the current Master Solicitation later is revised to incorporate a change in any

of the clauses, the version specified in this clause will be retained, intact, in an archive area on our web page for continued

reference and use.

                                                          [End of Clause]

     12         52.204-3         TAXPAYER IDENTIFICATION                                                   OCT/1998

     (a) Definitions.

          (1)  "Common parent," as used in this solicitation provision, means that corporate entity that owns or controls an affiliated

group of corporations that files its Federal income tax returns on a consolidated basis, and of which the offeror is a member.

          (2)  "Taxpayer Identification Number (TIN)," as used in this provision, means the number required by the Internal Revenue

Service (IRS) to be used by the offeror in reporting income tax and other returns. The TIN may be either a Social Security Number or an

Employer Identification Number.

     (b) All offerors must submit the information required in paragraphs (d) through (f) of this provision to comply with debt

collection requirements of 31 U.S.C. 7701(c) and 3325(d), reporting requirements of 26 U.S.C. 6041, 6041A, and 6050M and implementing

regulations issued by the IRS. If the resulting contract is subject to the reporting requirements described in Federal Acquisition

Regulation (FAR) 4.904, the failure or refusal by the offeror to furnish the information may result in a 31 percent reduction of

payments otherwise due under the contract.

     (c) The TIN may be used by the Government to collect and report on any delinquent amounts arising out of the offeror's relationship

with the government (31 U.S.C. 7701(c)(3)). If the resulting contract is subject to the payment reporting requirements described in FAR

4.904, the TIN provided hereunder may be matched with IRS records to verify the accuracy of the offeror's TIN.

     (d) Taxpayer Identification Number (TIN).

          * TIN:_____________________.

          * TIN has been applied for.

          * TIN is not required because:

          * Offeror is a nonresident alien, foreign corporation, or foreign partnership that does not have income effectively connected
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with the conduct of a trade or business in the United States and does not have an office or place of business or a fiscal paying agent

in the United States;

          * Offeror is an agency or instrumentality of a foreign government;

          * Offeror is an agency or instrumentality of a Federal Government;

          * Other. State basis.______________________

     (e) Type of organization.

          * Sole proprietorship;

          * Partnership;

          * Corporate entity (not tax-exempt):

          * Corporate entity (tax-exempt):

          * Government entity (Federal, State, or local);

          * Foreign government;

          * International organization per 26 CFR 1.6049-4;

          * Other _________________.

     (f) Common Parent.

          * Offeror is not owned or controlled by a common parent as defined in paragraph (a) of this provision.

          * Name and TIN of common parent:

            Name  ___________________________

            TIN   ___________________________

                                                         [End of Provision]

     13         52.222-25        AFFIRMATIVE ACTION COMPLIANCE                                             APR/1984

     The offeror represents that

          (1)  It [  ]  has developed and has on file

                  [  ]  has not developed and does not have on file,

at each establishment, affirmative action programs required by the rules and regulations of the Secretary of Labor (41 CFR 60-1 and 60-

2), or

          (2)  It [  ]  has not previously had contracts subject to the written affirmative action programs requirement of the rules and

regulations of the Secretary of Labor.

                                                         [End of Provision]

     14         52.237-1         SITE VISIT                                                                APR/1984

     Offerors or quoters are urged and expected to inspect the site where services are to be performed and to satisfy themselves

regarding all general and local conditions that may affect the cost of contract performance, to the extent that the information is

reasonably obtainable.  In no event shall failure to inspect the site constitute grounds for a claim after contract award.

                                                         [End of Provision]
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     15         52.204-4005      REQUIRED USE OF ELECTRONIC COMMERCE                                       MAY/2000

                (TACOM)

     (a)  All contract awards, modifications and delivery orders issued by TACOM will be issued electronically.  The contractor has the

option to receive these actions either via the Worldwide Web (WWW) or Electronic Data Interchange (EDI).  Many provisions/clauses that

appear "by reference", meaning only clause titles and regulation site are listed; their full texts can be found at the website

http://farsite.hill.af.mil/

     (b)  In order to be eligible to receive an award under this solicitation, the successful offeror must be registered with the

Department of Defense (DOD) Central Contractor Registration (CCR).  The CCR registration process may be done electronically at the World

Wide Web (WWW) site: http://www.ccr2000.com .  (In order to be registered to use EDI, you must use the long form for registration.

Certification information, including information on the EDI 838 TPP, must be furnished to the Contracting Officer within 60 calendar

days after contract award to complete networking requirements within the Government.)

     (c)  Worldwide Web Distribution.  The contractor will receive an electronic Notice of the Award, Modification, or Delivery Order

via e-mail.  If you choose the WWW option, you must download the file from the appropriate TACOM webpage:

          Warren: http://contracting.tacom.army.mil/awards_official.htm

          Rock Island: http://aais.ria.army.mil/AAIS/AWDINFO/index.htm

          Picatinny: http://procnet.pica.army.mil/Contracts/Index.htm

          Red River Army Depot: http://www.redriver.army.mil/contracting/Awards

          Anniston Army Depot: http://www.anadprocnet.army.mil

     (d)  Electronic Data Interchange.  If you choose to receive contract awards, modifications and delivery orders through EDI, they

will be delivered electronically via the Federal Acquisition Network (FACNET).  Federal Standard Version 3050 of Standard X12 from the

American National Standards Institute (ANSI) will be used as the format for these electronic transactions.

          (1)  You must complete the EDI 838 Trading Partner Profile, and must agree (i) to subcontract with a DoD certified VAN or

Value Added Service (VAS) provider, or (ii) to become DoD certified as a Value Added Network (VAN).  The EDI 838 Training Partner

Profile is contained in the basic CCR registration form and includes portions of the registration form which are titled "Optional".

          (2)  You must select a VAN from the official DoD approved list.  DoD Certified VANs are listed at

http://www.acq.osd.mil/ec/ecip/index.htm .  If your VAN is later removed from the official list, or if you voluntarily drop your

initially selected VAN, then you must switch to a VAN that remains on the official DoD approved list.  You must maintain an active

account on a DoD approved VAN for the entire duration of the contract, beginning no later than the 60th day after award.

     (e)  Additional information can be obtained by sending a message to:  acqcenweb@tacom.army.mil or by calling (810) 574-7059.

                                                          [End of Clause]

     16         52.204-4007      OFFEROR'S DATAFAX NUMBER, E-MAIL ADDRESS, AND CAGE CODE                   MAY/2000

                (TACOM)

     (a)  If you have a company data fax number, please provide it on the following line:____________________________________

     (b)  If you have a company Internet address that we can use in the future when sending out electronic notices and possibly

solicitations, please provide the complete e-mail address on the following line:_______________________________________________

     (c)  Provide your CAGE (Contractor And Government Entity) code here:  __________________

                                                         [End of Provision]

     17         52.204-4009      MANDATORY USE OF CONTRACTOR TO GOVERNMENT ELECTRONIC COMMUNICATION        JUN/1999

                (TACOM)

     (a)   All references in the contract to the submission of written documentation shall mean electronic submission.  All electronic

submissions shall be in the formats and media described in the "Electronic Quotations/Offers/Bids Required in Response to this Request

for Quotations/Proposals/Bids" clause elsewhere in this document. (See Section K for commercial acquisitions, Section L for RFPs, and

Section I for RFQs.)

     (b)  This shall include all written unclassified communications between the Government and the Contractor except contract awards

and contract modifications which shall be posted on the internet. Return receipt shall be used if a commercial application is available.

  7 17

DAAE07-03-Q-M015



CONTINUATION SHEET
Reference No. of Document Being Continued     Page        of

Name of Offeror or Contractor:

PIIN/SIIN MOD/AMD

 Classified information shall be handled in full accordance with the appropriate security requirements.

     (c)  In order to be contractually binding, all Government communications requiring a Contracting Officer signature must be sent

from the Contracting Officer's e-mail address.  The Contractor shall designate the personnel with signature authority who can

contractually bind the contractor.  All binding contractor communication shall be sent from this contractor e-mail address(es).

     (d)  Upon award, the Contractor shall provide the Contracting Officer with a list of e-mail addresses for all administrative and

technical personnel assigned to this contract.

     (e)  Unless exempted by the Procuring Contracting Officer in writing, all unclassified written communication after contract award

shall be transmitted electronically.

                                                          [End of Clause]

     18         52.213-4007      QUOTER REPRESENTATIONS (REQUEST FOR QUOTATIONS)                           FEB/1998

                (TACOM)

     (a)  As part of this quotation, we represent as the quoter that we--

          [  ]  Do

          [  ]  Do Not

anticipate that any supplies will be transported by sea in the performance of any purchase order resulting from this quotation.

     (b)  The term supplies is defined in the Transportation of Supplies by Sea clause, in DFARS 252.247-7023 to include all materials                   ________                   _________________________________

and components that, when purchased and transported by sea, are intended for use in items to be sold to the Government under this

purchase order.

                                                          [End of Clause]

     19         52.213-4859      ELECTRONIC QUOTATIONS REQUIRED IN RESPONSE TO THIS REQUEST FOR            JUL/2001

                (TACOM)          QUOTATIONS (TACOM)

     (a)  You must submit your quotation via paperless electronic media (See paragraph (b) below.). Quotations submitted in paper form

are unacceptable.  You must submit your electronic quotation, and any supplemental information (such as spreadsheets, backup data,

technical information), using any of the following electronic formats:

          (1) Files readable using these Microsoft* 97 Office Products (TACOM can currently read Ofice 97* and lower.): Word, Excel,

PowerPoint, or Access.  Spreadsheets must be sent in a format that includes all formulae, macro and format information.  Print image is

not acceptable.  Executable files, other than self-extracting compressed files, are unacceptable.

          (2)  Files in Adobe PDF (Portable Document Format).  Scanners should be set to 200 dots per inch.

          (3)  Files in HTML (Hypertext Markup Language).  HTML documents must not contain active inks to live Internet sites or pages.

All linked information must be contained within your electronic quotation and be accessible offline.

          (4)  Other electronic formats.  Before preparing your quotation in any other electronic format, please e-mail the buyer

identified in Block 5(b) of the SF 18 cover sheet, with e-mail copy-furnished to amsta-idq@tacom.army.mil, to obtain a decision as to

the format's acceptability.  This e-mail must be received by the buyer not later than ten calendar days before the due date for

quotations.  Failure to e-mail the buyer within this timeframe to seek an alternate format's acceptability may result in non-

consideration of your quotation.  All alternate methods must be at no cost to the Government.

Note:  The above formats may be submitted in compressed form using self-extracting files.

     (b)  Acceptable media:  100 or 250 megabyte Zip*-disk, 3 1/2 inch disk,  650 megabyte CD ROM, E-mail, or datafax. You must identify

the software application, and version, that you used to create each file submitted.  The word "datafax" used in this clause means

"facsimile" as defined at FAR 52.215-5.

          (1)  100 or 250 MEGABYTE ZIP*-DISK, 3 1/2 INCH DISK, or 650 MEGABYTE CD ROM via U.S. Mail or other carrier. Quoter shall label

any and all submitted disks with the solicitation number and due date for quotations, and the quoter's name and address and contact

phone number.  In the event of multiple submitted quotations, place each quotation/submission on its own disk(s) (one quotation can

comprise multiple disks). You must also submit only one quotation per envelope. Submit only one (1) of each disk (no additional copies

required).
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          (2)  E-mail. If you choose to use e-mail, ADDRESS YOUR QUOTATION TO THE BUYER identified in Block 5(b) of the SF18 cover

sheet.  THE SUBJECT LINE OF THE E-MAIL MUST READ "QUOTATION --[Request for Quotation number], [name of Company/offeror], DUE [due

date]".  Maximum size of each e-mail message shall be three and one-half  (3.5) megabytes.  Any compressed files must be self-

extracting, and you must provide appropriate instructions.  You may use multiple e-mail messages for each quotation, however, you must

annotate the subject lines as described above for each message, and number them in this manner:  "Message 1 of 3, 2 of 3, 3 of 3".

          (3)  DATAFAX.  Faxed offers MUST BE SENT TO TACOM'S NETWORK FAX SERVER ON 1-586-574-5527.  Paper faxes are not acceptable.

Transmit only one quotation for each datafax transaction.   Clearly identify the quotation as such on your fax cover page or via your

PC, include your company's name, and state the proper internal TACOM address: the buyer's e-mail address found on the front page of the

solicitation.  Quoters may send a fax using a personal computer or standalone fax machine, but it must be sent to the above number.  If

you use a standalone fax machine, you won't receive a confirmation of receipt.  See paragraph (e) below for the minimum requirements of

your offer.  Maximum size of datafax quotations is three and one-half megabytes (3.5MB), the same limitation as that for e-mail

quotations.  For your datafax, use the same subject line as that for e:mails as indicated above:  "OFFER--[solicitation number], [name

of your Company/offeror], CLOSES [closing date]".

Note:  Please select only one medium by which to transmit each quotation.  For instance, do not submit a quotation via 100 or 250

megabyte Zip*-disk AND e-mail.

     (c)  Security Note:  If you choose to password-protect access to your quotation, you must provide the password to TACOM before the

due date for quotations.  Contact the buyer identified in Block 5(b) of the SF18 Request for Quotation cover sheet to arrange a means of

providing it. Passwords used only for the purpose of write protecting files need not be provided.

     (d)  Electronic quotations should include, as a minimum:

          (1)  The SF18 cover sheet filled out, or equivalent information.

          (2)  All applicable fill-in provisions, filled in. You may find Word versions of these provisions requiring your fill-in on

our TACOM Business Opportunities webpage (http://contracting.tacom.army.mil/mastersol/sectionk.htm).  You can fill them in and attach

them to your quote. See the solicitation for which provisions are required.

          (3)  A statement of agreement to all the terms, conditions, and provisions of this Request for Quotations.

          (4)  Any other information required by the Request for Quotations.

     (e)  Quoters shall make every effort to ensure that their quotation is virus-free.

*Registered trademark

                                                         [End of provision]

     20         52.215-4404      DATA AND COMMUNICATIONS SUBMITTED TO THE GOVERNMENT ELECTRONICALLY        MAY/2002

The Government often employs contractors as system administrators to operate and maintain Government computer systems.  These systems

include local area networks, web sites, databases, other electronic records, e-mail accounts, other electronic data transfer mechanisms

and computer software.  The employees of these contracted system administrators sign nondisclosure agreements obligating them not to

reveal information contained in files, documents, computers or systems that they administer. However, unless such information is

protected in some way, contracted system administrators do have the ability to access such information.

Potential contractors as well as any other parties are thus advised to take steps needed to prevent access by contracted system

administrators to information submitted electronically to the Government.  Absent such steps, it is assumed that contracted system

administrators are permitted the capability to access the data.  The access will be limited to that which is necessary for the contract

system administrator to perform its duties for the Government.  The access shall be subject to the condition that third party

information is not to be revealed by the contracted system administrator.

[End of clause]

     21         52.215-4405      ACCESS TO THE DETROIT ARSENAL; IDENTIFYING CONTRACTOR EMPLOYEES; NON-     NOV/2002

                (TACOM)          DISCLOSURE STATEMENT

1.  This requirement is only applicable to contractor employees working at, or visiting, Detroit Arsenal.  The term "contractor

employee" includes employees, agents, or representatives and all employees, agents or representatives of all subcontractors and

suppliers.

2. (A)  Badges/Passes: Contractor employees entering the Detroit Arsenal are responsible for obtaining, and then returning, security

identification badges/passes and vehicle registration decals/passes. Badges are valid only for the date spans indicated, by the
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Government, on each badge application form (STA Form 15 or 4109).

    (B) Obtaining Badges:

"PICTURE" badges (generally issued to longer term visitors): _______________

Furnish the Requiring Office or Procuring Contracting Officer (PCO) with two (2) copies, fully completed (those sections for each

applicant), and signed, of STA Form 15 for each applicant;

"NON-PICTURE" badges (generally issued to shorter term visitors): ___________________

Upon arriving at the Detroit Arsenal at the TACOM Public Safety Office, Bldg. 232, complete a STA Form 4109 for the specific short term

visit in question.

(C) Returning Badges (to the TACOM Public Safety Office, Building 232).

--Return Non-picture badges upon its expiration date.

--Return Picture badges within (3) three business days of any of the

following:

The access-expiration date specified on the STA Form 15

If the contract is terminated, the date of termination;

If a visiting contractor employee is released, the date of employee release.

 --Failure to comply with the requirements of this paragraph 2C may

      be grounds for withholding any funds due the contractor until completion of the requirement, notwithstanding any

other clause or requirements in the contract.  Failure to comply may also be taken into account by the Government in

evaluating the contractor's past performance on future acquisitions .

(D) All contractor employees, while on the premises at TACOM Warren, shall continually wear the badge, which shall be visible at all

times.

(E) The identification badge or pass issued to employees of the contractor is for his own use only.  Misuse of the badge or pass,

such as permitting others to use it will result in criminal charges under Title 18 USC 499 and 701, and barring the employee from

the Detroit Arsenal property.

(F) If the contractor obtains a new or follow-on contract that again requires physical access to the Detroit Arsenal property, he

shall obtain new badges for his employees, indicating the new or follow-on contract number.  The security policies described in this

clause apply to any contractor employee on base in connection with any contract with TACOM-Warren.

3. At the discretion of the Detroit Arsenal Commander, any individual known to have a criminal background involving violence may be

denied access to the Detroit Arsenal. Fingerprinting of employees and any other procedure deemed necessary for the security of Detroit

Arsenal may be required at the discretion of Detroit Arsenal Public Safety Office.

4.  Any contractor employee attending meetings with Government employees within or outside the Detroit Arsenal boundaries, shall, at the

beginning of the meeting, announce that he/she is a contractor employee. He/she must state the Contractor's name and address, and state

the name of all other companies or persons that (a) currently employ him, or (b) that he currently represents.  In addition, for the

duration of the meetings, the contractor employee shall wear a second visible badge that displays the contractor's company name.

5.  If a visiting contractor is working on a classified contract, his/her visit request, with security clearance information, must be

approved by the Detroit Arsenal Industrial Security Specialist and be held on file the Detroit Arsenal Intelligence and Security

Division.  Government employees hosting meetings will verify that the contractor employees security clearance information is on file in

the Detroit Arsenal Intelligence and Security Division prior to contractor access to classified information.

6. All contractor employees working on the U.S. Army installation, Detroit Arsenal, in the State of Michigan, in connection with this

contract, shall conform to all applicable federal or state laws, and published rules and regulations of the Departments of Defense and

Army.  Also, they must comply with any existing applicable regulations promulgated by Detroit Arsenal.   Additionally, all contractor

employees working on classified contracts shall comply with the requirements of the National Industrial Security Program (NISPOM) and

Army Regulation 380-5, Department of the Army Information Security Program.

7. Each contractor employee working at the Detroit Arsenal property under this contract shall sign a Non-disclosure Agreement on their

company's letterhead prior to commencing work under the contract or obtaining the badges permitting access to the property.  There will

be one Non-disclosure Agreement for each employee.  The Non-disclosure Agreement shall be in the format indicated below.  A copy of the

agreement will be made a part of the contract file.

FORMAT FOR

 NON-DISCLOSURE AGREEMENT

I, ____________________, an employee of ___________________________________________________________, a

Contractor providing support services/supplies to Detroit Arsenal or its tenants (hereinafter Detroit Arsenal), and likely to have

access to nonpublic information (hereinafter RECIPIENT), under contract number ______________________, agree to and promise the
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following:

WHEREAS RECEIPIENT is engaged in delivery support services to Detroit Arsenal under contract; and

WHEREAS, It is the intention of Detroit Arsenal to protect and prevent unauthorized access to and disclosure of

nonpublic information to anyone other than employees of the United States Government who have a need to know; and, WH

EREAS, Detroit Arsenal acknowledges that RECIPIENT will from time to time have or require access to such nonpublic information in

the course of delivering the contract services; and,

WHEREAS, RECIPIENT may be given or other have access to nonpublic information while providing such services; and,

WHEREAS, "nonpublic information" includes, but is not limited to such information as:

Proprietary information (e.g., information submitted by a contractor marked as proprietary.  However please note:  THIS

NON-DISCLOSURE STATEMENT IS NOT SUFFICIENT TO ALLOW CONTRACTORS ACCESS TO ANOTHER CONTRACTORS PROPRIETARY INFORMATION.

FOR THAT, A SEPARATE CONTRACTOR TO CONTRACTOR AGREEMENT IS REQUIRED.);

Advanced procurement information (e.g., future requirements, statements of work, and acquisition strategies);

Source selection information (SSI) (e.g., bids before made public, source selection plans, and rankings of

proposals)(PLEASE NOTE: THIS AGREEMENT ALONE DOES NOT AUTHORIZE ACCESS TO SSI--ONLY PCO OR SOURCE SELECTION AUTHORITY CAN

AUTHORIZE SUCH ACCESS.);

Trade secrets and other confidential business information (e.g., confidential business information submitted by the

contractor);

Attorney work product;

Information protected by the Privacy Act (e.g., social security numbers, home addresses and telephone numbers); and

Other sensitive information that would not be released by Detroit Arsenal under the Freedom of Information Act (e.g.,

program, planning and budgeting system information);

NOW THEREFORE, RECIPIENT agrees to and promises as follows:

RECIPIENT shall not seek access to nonpublic information beyond what is required for the performance of the

support services contract;

RECIPIENT will ensure that his or her status as a contractor employee is known when seeking access to and

receiving such nonpublic information of Government employees;

As to any nonpublic information to which RECIPIENT has or is given access, RECIPIENT shall not use or

disclose such information for any purpose other than providing the contract support services, and will not use or disclose the

information to any unauthorized person or entity for personal, commercial, or any unauthorized purposes; and

If RECIPIENT becomes aware of any improper release or disclosure of such nonpublic information, RECIPIENT

will advise the contracting officer in writing as soon as possible.

The RECIPIENT agrees to return any nonpublic information given to him or her pursuant to this agreement, including any

transcriptions by RECIPIENT of nonpublic information to which RECIPIENT was given access, if not already destroyed,  when  RECIPIENT

 no longer performs work under the contract.

     RECIPIENT understands that any unauthorized use, release or disclosure of nonpublic information in violation of this Agreement will

subject the RECIPIENT and the RECIPIENT's employer to administrative, civil or criminal remedies as may be authorized by law.

RECIPIENT: _____________________________ (signature)

PRINTED NAME:  _________________________

TITLE:  __________________________________

EMPLOYER: ___________________

[End of clause]

     22         52.215-4406      AUTOMATED INFORMATION SYSTEM SECURITY REQUIREMENT                         NOV/2002

1.  The Contractor must comply with all Department of the Army Directives, AR 380-19, AMC Suppl 1 to AR 380-19 and Army Material Command

(AMC) security directives, Corporate Information Office (CIO) and Directorate Intelligence Security Division, memorandums, and numbered

messages.  All new systems require accreditation and certification that connect to TACOM computer systems and must be approved by the

CIO before connection is accepted.  Personnel who require access to Sensitive But Unclassified (SBU) defense information because of

their duties in accessing Automation Information System (AIS) equipment or software will be appropriately investigated based on the

sensitivity of the Automated Data Processing (ADP) position held.  ADP sensitivity designations are ADP-1 for Critical-sensitive, ADP-II

for Noncritical-sensitive and ADP III for Non-sensitive.  Before contractor employee can obtain access to ADP hardware/software, an

investigation must be completed.

2.  If the contractor needs remote access to TACOM-Warren ADP systems and SBU information will be accessed during the contract, the

contractor must use a National Security Agency approved method to encrypt the information if it is sent/received outside this Command.

The use of a commercial Internet Service Provider for receipt of government information is prohibited.  A Terminal Server Access

Controller System (TSACS) Account must be established and used for government email and installed on a government machine.
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3.  The security measures below are consistent with Department of the Army security policies and directives and are required to protect

the TACOM-Wide Network (TWNET).  The goal is to ensure the confidentiality, integrity, and availability of Department of the Army

automation assets and software and to reduce cracker, hacker, and malicious code attacks to the maximum extent possible.

4.  Contractor personnel, who require access to SBU defense information because of their duties with an automated information system,

will be appropriately investigated based on the sensitivity of the ADP position held.  ADP sensitivity designations are ADP-I for

Critical-sensitive, ADP-II for Noncritical-sensitive and ADP-III for Non-sensitive.  Before assumption of duties, an SF85P or SF86 must

be completed and sent by your Facility Security Officer (FSO) directly to Defense Security Service (DSS) for each individual requiring

access.  The contractor is responsible for providing the Electronic Personnel Security Questionnaire (EPSQ) receipt to AMSTA-CM-XSC,

datafax (586) 574-6362.  A copy of the SF85P or SF86 can be mailed to: Commander, U.S. Army Tank-automotive and Armaments Command, 6501

E. 11 Mile Road, ATTN: AMSTA-CM-XSC, Warren, MI 48397-5000.  The Contractor is responsible for submitting their required security

investigations to the Defense Investigative Service Clearance Office (DISCO).  Upon request, the contractor will provide security

investigation data to Directorate, Intelligence Security Division in order that personnel can be incorporated into the TACOM-Warren

Security Clearance Roster.

5.  Contractor personnel assigned to ADP II positions must complete a National Agency Check (NAC) or a National Agency Check with

Inquiries (NACI) and a SF 86 and FD 258 (fingerprint card).  These documents must be completed before access can be granted to a

Department of Army automation network. Each contractor employee must submit a SF86 in the EPSQ format.  The EPSQ software can be found

at www.dss.mil/epsq/index.htm.  Note: Local police departments will normally take fingerprints for a small fee.  An alternative is to

make an appointment with the nearest DoD facility that has a Security office trained and equipped to take fingerprints.

6.  Each contractor employee who has access to TACOM computers must read and sign a copy of the Automated Information System Annual

Security Briefing which can be obtained from your TACOM-Warren Information Assurance Security Officer (IASO).

7.  The contractor will be required to submit application forms for network access.

8.  TACOM is not responsible for any commercial or proprietary information that contractor employees may divulge to competing

contractors.  It is the contractors responsibility to notify TACOM when their employee(s) with access to the TACOM TWNET terminate

employment.  It is TACOMs policy to delete the contractor employees TWNET account at the end of their employment with a contractor.

However, TACOM is not responsible and has no employment relationship with contractor employees and will not be responsible for the

actions of contractor employees who divulge commercial or proprietary information to others.

9.  A remote connection to TACOMs systems requires an Accreditation and Certification process for each AIS.  The accreditation request

must be reviewed by the Information Assurance Manager (IAM) and then forwarded to the Designated Approving Authority (DAA) for final

approval before connection is accepted.

10.  In accordance with Department of the Army Directives, AR 380-19, and AMC Suppl 1 to AR 380-19, the contractor must have malicious

code protection on the computers that are connected to the TWNET.  Malicious code protection must be monitored daily for updates and

immediate implementation. TACOM-Warren uses the most current version of Norton Anti-virus software and McAfee Anti-virus software.  The

contractor must report any malicious code problems or thefts of equipment, software, or code to the TACOM-Warren IASO and IAM.

11.  The contractor must:

(1)  Secure the computer equipment and information associated with this contract in a locked office or container, and locked building.

Ensure only personnel designated to work on this contract have access to the computer equipment and information.

(3)  Ensure that Foreign Nationals do not have access to this equipment and information.

(4)  Identify the physical security measures (i.e. locked office, locked buildings, building alarms etc.) in place to protect the

contracts associated equipment and information at the contractor location. A short description and facility diagram shall be included.

12. Upon completion of the project/contract, the contractor will notify the TACOM-Warren IASO.

___

[End of clause]

     23         52.239-4000      PROCESSING SENSITIVE AND HIGHLY SENSITIVE DATA                            JUN/1988

                (TACOM)

     (a)  Definitions.          ___________

          (1)  FOR OFFICIAL USE ONLY (FOUO):  Applies only to unclassified information, records, and other material which have been

determined to require protection from disclosure to the general public, and which for a significant reason should not be given general

circulation.

          (2)  Automatic Data Processing (ADP) assigned sensitivity levels apply to the facility or individual computer equipment and

are based on the sensitivity of the information processed.  The sensitivity levels are as follows.

               (i)   HIGHLY SENSITIVE:  Applicable to any facility or computer that processes Privacy Act and For Official Use Only

(FOUO) information.

               (ii)  SENSITIVE:  Applicable to any facility or computer that processes data relating to asset or resource, proprietary

or contractual information.

          (3)  FACILITY SECURITY PROFILE:  Describes the physical facility, equipment components, their locations and relationships,

general operating information, and other characteristics relevant to the security of the facility and its operations.
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          (4)  RISK MANAGEMENT ASSESSMENT:  A written assessment by Contractor personnel in effect to achieve safeguards against

deliberate unauthorized manipulation, use or disclosure of information.

          (5)  ACCREDITATION:  A Government process which uses the risk management assessment to determine that highly sensitive and

sensitive information can be processed within the bounds of acceptable risk.  An Accreditation Package is assembled by the Contractor

and contains the Facility Security Profile, appointment letters for the Automatic Data Processing System Security Officer (ADPSSO) and

the Terminal Area Security Officer (TASO), the Risk Management Program Automation Risk Analysis Survey, the Continuity of Operations

Plan, the Standard Practice Procedure (SPP), and the Memorandum of Understanding (MOU) for use with privately owned computers (if

required).

          (6)  AUTOMATIC DATA PROCESSING SYSTEM SECURITY OFFICER (ADPSSO):  Contractor appointed representative for each ADP system,

project, activity, or site whose duties are outlined in Army Regulation 380-380 and Army Materiel Command Supplement 1 to Army

Regulation 380-380.

          (7)  TERMINAL AREA SECURITY OFFICER (TASO):  Contractor appointed representative for each remote terminal whose duties are

outlined in Army Regulation 380-380 and Army Materiel Command Supplement 1 to Army Regulation 380-380.

     (b)  Sensitivity Levels.          __________________

          (1)  For this contract, the sensitivity levels are as follows.

                         The Facility - Highly Sensitive

                                         Sensitive

          (2)  The requirements of this clause also apply to additional facilities or computers that begin to process highly sensitive

or sensitive information during the term of this contract.

     (c)  The Contractor shall establish and maintain a Standard Practice Procedure (SPP) to describe the procedures put in place to

ensure security for the equipment which contains highly sensitive or sensitive data.  The purpose of the SPP is to secure the data

processing system and resources according to assigned sensitivity level of the facility and the data processed according to the

following requirements.

          (1)  Access Controls.  Physical security must be provided through an in-depth application of barriers to include surveillance               _______________

(human or electronic), limited access, and accountability.  Only authorized persons shall be permitted entry into the computer area and

supporting offices.  The Contractor's SPP shall include a description of all measures the Contractor will take during the term of this

contract to control access to data-processing areas by all personnel, to include custodial personnel, and all visitors to the facility.

          (2)  Facility Security.  The Contractor ADPSSO will review the Facility Security Profile and notify the TACOM System Security               _________________

Manager (ATTN:  AMSTA-SC) of any discrepancies.  Because of the information contained in the Profile, the Contractor will handle it as

'For Official Use Only' (FOUO).  If after discussions between the ADPSSO and the TACOM System Security Manager a determination is made

to change the Profile, the TACOM System Security Manager has the authority to permit the ADPSSO to make the change.  The Facility

Security Profile will become part of the Accreditation Package.

          (3)  Security of Remote Terminals.  The Contractor's SPP shall include a description of the safeguards and procedures to be               ____________________________

applied to (i) all remote terminals located in the ADP facility, and (ii) all hardcopy outputs produced by highly sensitive or sensitive

systems that are covered by the terms of this contract.  With respect to remote terminals, the Contractor's SPP shall also address the

methodology by which such terminals will be rendered unable to access any highly sensitive or sensitive systems during nonduty hours.

          (4)  Personnel Security.               __________________

               (i)  The prospective employee will fill out a DD Form 398-2, 'Personal Security Questionnaire--National Agency Check.'

After the form is completed, it will be handled as 'For Official Use Only'(FOUO).  The Contractor ADPSSO will check the form for

correctness and then annotate the DD Form 398-2 with the following authority:  'Memorandum, Office of the Under Secretary of Defense

(Policy), Director of Security Plans and Programs, 16 Aug 82, subject:  Personnel Security Investigations for Contractors.'  The form

will be forwarded to the TACOM System Security Manager (ATTN:  AMSTA-SC) through the Government Security personnel assigned security

administration on this contract.

               (ii)   The TACOM System Security Manager will forward the DD Form 398-2 to Defense Investigative Services (DIS) for

screening.  DIS will recommend selection or non-selection of the potential employee.  If DIS recommends non-selection, the potential

employee cannot be assigned to ADP sensitive positions which are defined by the TACOM System Security Manager.  When the screening is

complete, a copy will be returned to the TACOM System Security Manager and a copy forwarded to the Contractor ADP System Security

Officer for retention in the employee's file.

               (iii)  Incumbent employees referred to in the remainder of this section is/are the Contractor's employees.
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               (iv)   Incumbent employees must have a DD Form 398-2 on file in their personnel file.  If there is not one on file, the

screening process listed above must be initiated and completed within 60 days of the date of this contract.

               (v)    After weighing all of the pertinent factors to include those factors listed in Army Regulation 604-5, Appendix I,

the Contractor is the person who is responsible to make the determination to remove an incumbent employee from ADP sensitive duties

effective immediately.  The Contractor ADPSSO will then counsel the individual as to the reasons for disqualification.  A written

notification will be initiated by the ADPSSO and provided to the disqualified incumbent within 10 days of removal.  The notification

will provide information concerning reasons for disqualification, appeal procedures, and a form statement for signature of the

disqualified incumbent indicating only that the reasons for the disqualification are fully understood.  The incumbent may appeal the

disqualification within 20 workdays of the written notification.  Appeals will be in writing to the ADPSSO and will specifically deny or

explain the accusations.  The TACOM System Security Manager will receive copies of the disqualification information and appeal from the

ADPSSO.  Within 20 working days of the receipt of the appeal, the ADPSSO will issue written response to the disqualified incumbent

either accepting the appeal and reinstating the individual or sustaining the disqualification.  If disqualification is sustained, a

written statement will be prepared by the ADPSSO and submitted to the TACOM System Security Manager with a copy included in the employee

file.

               (vi)   Contractor supervisors of employees assigned to highly sensitive or sensitive positions will maintain day-to-day

observation of individuals.  Annually, Contractor supervision will verify, in writing, that employees working for them are qualified for

retention.  This verification will be accomplished by review of the employee's personnel file.  The verification will be included in the

employee file and a copy sent to the TACOM System Security Manager.

          (5)  System Passwords.  All systems will have a method of identifying authorized users, accomplished through the use of user               ________________

identification or passwords.  Passwords will be randomly generated and assigned by the ADPSSO.  Passwords shall be changed annually.  As

well, passwords will be retired within one work day when an employee having a password retires, transfers, resigns, or is discharged.

The Contractor will treat all employee passwords, including logs, registers, and data concerning them, as FOUO.  The Contractor will

also ensure that passwords, when entered into computer systems by employees, are suppressed from appearing on terminal display screens

and hardcopy output.

          (6)  Audit and Evaluation.  The Contractor shall develop and implement accounting and auditing systems in order to monitor and               ____________________

review the operation of all systems covered by this contract.  Such accounting and auditing systems shall be designated to detect actual

and potential abuses.  These systems shall contain automated and, at the Contractor's option, supplementary manual features as needed in

order to provide the coverage outlined below.

               (i)  SYSTEM ACCOUNTING:  Procedures used to monitor the system security based on type of operation and degree of

sensitive material handled.  Examples are:

                    (A)  Job Accounting (ensures that programs perform only authorized functions).

                    (B)  Resource Accounting (provides for the use of resources).

                    (C)  Customer Accounting (identifies and records data requests from Government and Contractor employees).

               (ii)  AUDIT TRAIL:  Describes manual and automated rosters and logs.  Examples are:

                    (A)  System User Roster (lists personnel authorized access to the system).

                    (B)  Visitor Log (lists escorted visitors).

                    (C)  Support Access Log (lists personnel who need to enter the computer area but do not need to be

                    escorted, i.e. maintenance personnel appropriately cleared through the ADPSSO to perform necessary

                    functions).

               (iii)  INTERNAL AUDITS:  Initiates checks to computer access and interaction of the system.  Examples are:

                    (A)  System Access Log (identifies entry to the system with name, data and time).

                    (B)  File Usage Log (lists opening and closing files).

                    (C)  Transmission Log (identifies terminal receiving requests and files).

                    (D)  Storage Log (records memory assigned).

                    (E)  Suspected Violation Log (records type of violations with date, time and terminal number).
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          (7)  Contingency Planning.               ____________________

               (i)  The Contractor will develop a Continuity of Operations Plan to ensure the availability of copies of files,

documentation, and materials essential for recovery of operations under emergency or extraordinary conditions.  Copies of files

(software) will be designated as backup files.  Backup files will be generated daily by Contractor personnel and placed in secure

storage provided by the Contractor accessible by a minimum of two authorized Contractor personnel.  Authorized Contractor personnel will

maintain the backup files for 30 days at which time data which is no longer necessary will be eliminated.  The following are examples of

subplans which must be reflected in the Contractor's Continuity of Operations Plan.

                    (A)  Plans which will lessen the adverse effects of the emergency or extraordinary condition such as

                    (i) a major fire in the computer room, (ii) a complete power failure in the middle of daily

                    processing, (iii) a wholesale equipment failure, (iv) a major breach of security, or (v) entry

                    into a state of mobilization by the U.S. Government.

                    (B)  Actions to be taken immediately after the emergency or extraordinary condition.

                    (C)  Plans necessary to recover and return to normal operations.

               (ii)  The Continuity of Operations Plan will become part of the Accreditation Package.

          (8)  Risk Management Assessment.  Risk management assessment will be conducted on all automated systems regardless of               __________________________

sensitivity designation.  The Risk Management Program Automation Risk Analysis Survey will be filled in by the ADPSSO and submitted to

the TACOM System Security Manager (ATTN:  AMSTA-SC).  The completed survey must be submitted to the TACOM System Security Manager by the

ADPSSO (i) 30 days after the start of the contract, (ii) when new hardware, a new operating system, or a change in physical structure of

the facility is activated, (iii) when no record of prior risk analysis exists, or (iv) every three years, whichever applies.  The

information in the survey will be designated FOUO.  The Risk Management Assessment will become part of the Accreditation Package.

          (9)  Accreditation Process.  The accreditation process will be accomplished by the TACOM System Security Manager (ATTN:  AMSTA-               _____________________

SC).  The process will review the operations and verify that information can be processed as required by the level of sensitivity and

analyze the effect compromise would have on the information contained in the system.  The documents used to do the accreditation are (i)

the Facility Security Profile, (ii) the appointment letter for the ADPSSO, (iii) the appointment letter for the TASO (if appropriate),

(iv) the Risk Management Program Automation Risk Analysis Survey, (v) the Continuity of Operations Plan, (vi) the Standard Practice

Procedure (SPP), and the Memorandum of Understanding (MOU) concerning the use of personal computers, if necessary.  The accreditation

process will take place as (i) initial accreditation when the contract is awarded, (ii) reaccreditation for replacement of a major

system, increase in sensitivity, breach of security, or significant physical change, or (iii) accreditation review every two years to

include a physical inspection, reevaluation of current sensitivity level, and effectiveness of the current accreditation plan.  An

accreditation statement will be issued through the TACOM System Security Manager within 30 days of the completion of the appropriate

accreditation process.

          (10)  Security Incidents.                __________________

               (i)   Suspected or actual security violations will be initially reported to the Contractor's ADPSSO who in turn will

report it, in writing, to the TACOM System Security Manager (ATTN:  AMSTA-SC) within five work days.  Examples of violations to be

reported are:

                    (A)  Unexplainable output received at a terminal.

                    (B)  Abnormal system response.

                    (C)  Inconsistent or incomplete security marking.

                    (D)  Unattended terminal device signed on.

                    (E)  Unsuccessful attempts to log on from remote terminals.

                    (F)  Extraneous data on computer print outs.

               (ii)  In cases of suspected or confirmed security violations, information included in the initial report will be (i)

location, (ii) system concerned, and (iii) description of the violation.  Within two months, the Contractor ADPSSO will submit, in

writing, a final report on the violation to the TACOM System Security Manager.  The final report will include a determination whether

the breach was actual or illusory and a summary of corrective action taken to preclude recurrence.

          (11)  Automation Security Training.                ____________________________

               (i)  The ADPSSO will conduct ADP security training for all personnel initially, upon assignment to the Data Processing
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Activity.  The briefing will stress individual's security responsibilities and will be tailored to the assigned duties and oriented

toward the local security environment.  Automation personnel will also participate in an annual security education program conducted by

the ADPSSO which pertains to their responsibilities.

               (ii)  Upon termination or separation of 60 days or more, the Contractor personnel will be (i) debriefed, (ii) return all

materials related to their position, and (iii) sign a Security Termination Statement.  This statement will include such information

indicating the terminated/separated employee will:

                    (A)  Read and understand the Espionage Act, other criminal statutes, and Army and local regulations

                    concerning disclosure of highly sensitive or sensitive material upon termination or separation.

                    (B)  No longer possess ADP programs written for Army operations or Contractor provided information

                    for ADP programs.

                    (C)  Will not communicate or transmit proprietary information to any unauthorized person or agency.

                    (D)  Will report to the TACOM System Security Manager (ATTN:  AMSTA-SC) any unauthorized attempt to

                    solicit classified or proprietary information concerning the position held when employed by the

                    Contractor.

               (iii)  The Security Termination statement will be retained in the terminated/separated employee's file.

          (12)  Appointment of Automation Security Officers.  An ADPSSO will be appointed by a letter written by the Contractor at each                ___________________________________________

computer site.  A TASO will be appointed by a letter written by the Contractor at each remote terminal site.  These individuals will

ensure that guidance contained here is implemented.  The letters will become part of the Accreditation Package.

          (13)  Privately Owned Computers.  Use of privately owned computers is prohibited without the written consent of the TACOM                _________________________

System Security Manager (ATTN:  AMSTA-SC).  A Memorandum of Understanding (MOU) will be attached to the accreditation statement.  The

MOU will be between the TACOM System Security Manager and the owner of the personal computer.  Only unclassified information can be

processed under the contract on the personal computer, and information becomes the property of the U.S. Government.  When an MOU is

written, it will become part of the Accreditation Package.

                                                          [End of Clause]

     24         52.242-4014      TECHNICAL REPRESENTATIVE                                                  JUL/1984

                (TACOM)

     (a)  Technical Representative.  The Procuring Contracting Officer shall designate, in writing, a Technical Representative to act as          _________________________

his representative for technical matters under this contract.  The Technical Representative will not be authorized to change any of the

terms and conditions of the contract.  Changes in the scope of the contract will be made only by the Procuring Contracting Officer by

properly executed modifications to the contract.

     (b)  The work specified in the contract shall be performed in cooperation with the Technical Representative.  The contractor shall

permit designated representatives of the Government to inspect such work at any time or place during working hours.

                                                          [End of Clause]

     25         52.246-4005      INSPECTION AND ACCEPTANCE POINTS: ORIGIN                                  FEB/1995

                (TACOM)

     The Government's inspection and acceptance of the supplies offered under this order shall take place at ORIGIN.  Offeror must

specify below the exact name and address of his facility, or his subcontractor's facility, where supplies to be furnished under this

order will be available for origin inspection

     Contractor's Plant:     ______________________________________________________________________

                                                     (Name and Address)

     Subcontractor's Plant:  ______________________________________________________________________

                                                     (Name and Address)

                                                          [End of Clause]
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     26         52.246-4009      INSPECTION AND ACCEPTANCE POINTS: DESTINATION                             FEB/1995

                (TACOM)

     Inspection and acceptance of supplies offered under this purchase order shall take place as specified here.  Inspection:

DESTINATION  Acceptance: DESTINATION.

                                                          [End of Clause]

     27         52.246-4026      LOCAL ADDRESS FOR DD FORM 250                                             MAR/2002

                (TACOM)

     (a)  The contractor must provide a copy of each Material Inspection and Receiving Report (DD 250) pertaining to this contract, to

the addresses given below, using either of the following methods:

          (1)  Our first preference is for you to use electronic mail (e-mail), using the following e-mail address:

                    DD250@tacom.army.mil

          (2) Our second preference is for you to use data facsimile (datafax) transmission, using this fax number:

                    (586) 574-7552 and use "DD250 mailbox" in the "to:" block of your fax cover or header sheet.

In either method, do not mix DD250s from more than one contract in a single transmmission.  That is, you may submit multiple DD250s in a

 single transmission, but they must all be against the same contract.

     (b)  These copies meet the requirements for the Purchasing Office copy and the Army Inventory Control Manager copy listed in tables

1 and 2 of DFARS Appendix F.

     (c)  The DD250 form may be found, in three different formats, on the World Wide Web at http://web1.whs.osd.mil/icdhome/DD-0999.htm

      [End of Clause]
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